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Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis exposes the | atest electronic covert communication techniques
used by cybercriminals, along with the needed investigative methods for
identifying them. The book shows how to use the Internet for legitimate covert
communication, while giving investigators the information they need for
detecting cybercriminals who attempt to hide their true identity. Intended for
practitioners and investigators, the book offers concrete examples on how to
communicate securely, serving as an ideal reference for those who truly need
protection, as well as those who investigate cybercriminals.

- Covers high-level strategies, what they can achieve, and how to implement
them

- Shows discovery and mitigation methods using examples, court cases, and
more

- Explores how social media sites and gaming technol ogies can be used for illicit
communications activities

- Exploresthe currently in-use technologies such as TAILS and TOR that help
with keeping anonymous online
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Hiding Behind the Keyboard: Uncovering Covert Communication Methods with Forensic Analysis exposes
the latest el ectronic covert communication techniques used by cybercriminals, along with the needed
investigative methods for identifying them. The book shows how to use the Internet for legitimate covert
communication, while giving investigators the information they need for detecting cybercriminals who
attempt to hide their true identity. Intended for practitioners and investigators, the book offers concrete
examples on how to communicate securely, serving as an ideal reference for those who truly need protection,
as well asthose who investigate cybercriminals.

- Covers high-level strategies, what they can achieve, and how to implement them

- Shows discovery and mitigation methods using examples, court cases, and more

- Explores how social media sites and gaming technologies can be used for illicit communications activities

- Explores the currently in-use technologies such as TAILS and TOR that help with keeping anonymous
online
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Editorial Review

About the Author

Brett Shaversis aformer law enforcement officer of amunicipal police department. He has been an
investigator assigned to state and federal task forces. Besides working many specialty positions, Brett was
thefirst digital forensics examiner at his police department, attended over 2000 hours of forensic training
courses across the country, collected more than afew certifications along the way, and set up the
department'sfirst digital forensicslab in asmall, cluttered storage closet.

John Bair is currently employed as a detective with the Tacoma Police Department. He has been
commissioned as alaw enforcement officer since May 1989. During his assignment in the homicide unit he
began specializing in Cell Phone Forensics.

In 2006 John created the current forensic lab that focuses on mobile evidence related to violent crimes. His
case experience shortly thereafter gained the attention of Mobile

Forensics Incorporated (MFI) where he was hired and spent several years serving as a contract instructor.
MFI soon merged with AccessDatato become the only training vendor for their mobile forensics core. This
relationship fostered direct contact with engineers who assist in criminal cases which need anomalies and
exploits addressed within their forensics products.

John has 26 certifications related to digital evidence. The following reflect the most significant related to
mobile forensics: Mobile Forensics Certified Examiner (MFCE), Cellebrite Certified Physical Analyst
(CCPA), AccessData Certified Examiner (ACE), Cellebrite Mobile Forensics Fundamentals (CMFF),
AccessData Mobile Examiner (AME), and Cellebrite Certified Instructor (CCl).

Users Review
From reader reviews:
James Murray:

People livein this new morning of lifestyle always make an effort to and must have the free time or they will
get wide range of stress from both day to day life and work. So , once we ask do people have time, we will
say absolutely of course. People is human not arobot. Then we consult again, what kind of activity are there
when the spare time coming to an individual of course your answer may unlimited right. Then do you ever
try this one, reading textbooks. It can be your alternative within spending your spare time, often the book you
have read is actually Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis.

Francisco M organ:

This Hiding Behind the Keyboard: Uncovering Covert Communication Methods with Forensic Analysisis
brand new way for you who has fascination to look for some information given it relief your hunger of
knowledge. Getting deeper you onto it getting knowledge more you know otherwise you who still having



little digest in reading this Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis can be the light food for yourself because the information inside this book is easy to get by
anyone. These books develop itself in the form and that is reachable by anyone, yeah | mean in the e-book
contact form. People who think that in guide form make them feel drowsy even dizzy this guideisthe
answer. So you cannot find any in reading a publication especially this one. Y ou can find actually looking
for. It should be here for an individual. So, don't miss that! Just read this e-book variety for your better life
and also knowledge.

Felecia Holst:

E-book is one of source of knowledge. We can add our know-how from it. Not only for students but
additionally native or citizen want book to know the revise information of year in order to year. As we know
those guides have many advantages. Beside many of us add our knowledge, can bring usto around the
world. With the book Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis we can take more advantage. Don't that you be creative people? To become creative
person must want to read a book. Just simply choose the best book that ideal with your aim. Don't end up
being doubt to change your life by this book Hiding Behind the Keyboard: Uncovering Covert
Communication Methods with Forensic Analysis. Y ou can more inviting than now.

Shelia Sepulveda:

Many people said that they feel bored stiff when they reading a e-book. They are directly felt the item when
they get a half parts of the book. Y ou can choose the particular book Hiding Behind the Keyboard:
Uncovering Covert Communication Methods with Forensic Analysis to make your current reading is
interesting. Your skill of reading expertise is developing when you like reading. Try to choose very simple
book to make you enjoy to see it and mingle the idea about book and reading through especialy. It isto be
initially opinion for you to like to available a book and go through it. Beside that the book Hiding Behind the
Keyboard: Uncovering Covert Communication Methods with Forensic Analysis can to be a newly purchased
friend when you're feel alone and confuse with what must you're doing of that time.
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