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Editorial Review

From the Inside Flap
"The seminal book on white-hat hacking and countermeasures.... Should be required reading for anyone with
a server or a network to secure." --Bill Machrone, PC Magazine

"Reading this book is better than hiring those Sneakers guys to break into your network to tell you where the
open doors are, and it doesn't cost nearly as much." --Professional Certification magazine

"A great practical guide for administrators and an eminently readable expose on hacking that should smooth
the way for sensible executive policies to protect corporate networks." --Cameron Sturdevant, eWeek

"Will tell you more about what hackers have done and can--and can't--do than anything else I have
seen....Chock full of tips on countermeasures and just plain usability tricks. Recommended." --Jerry
Pournelle, BYTE Magazine

"For almost any computer book, you can find a clone. But not this one.... A one-of-a-kind study of the art of
breaking in." --UNIX Review

New and Updated Material:

* Each part opens with a brand new case study based on real security scenarios
* Brand new chapter covers the latest 802.11 Wireless networking security attacks and countermeasures
* New strategies for proactively defending against dial-up, PBX, voicemail, and VPN hacks
* Completely rewritten enumeration chapter including new SQL Server discovery tools, Windows XP/.NET
Server countermeasures, Novell exploits, and network discovery using BGP
* New techniques for gaining unauthorized access to Windows 9x/Me/NT/2000/XP, Novell 6, UNIX, and
Linux
* Up-to-date countermeasures for preventing the exploitation of proxy and packet filtering firewall
vulnerabilities
* Web hacking chapter completely revised and updated to cover the latest platform-specific vulnerabilities
from Apache to IIS, current techniques including cross-site scripting, fuzzing, and SQL injection attacks, and
all of the latest tools from Achilles to Nikto
* Hacking Exposed Live! video presentation on DVD

From the Back Cover

"The seminal book on white-hat hacking and countermeasures.... Should be required reading for anyone with
a server or a network to secure." --Bill Machrone, PC Magazine

"Reading this book is better than hiring those Sneakers guys to break into your network to tell you where the
open doors are, and it doesn't cost nearly as much." --Professional Certification magazine

"A great practical guide for administrators and an eminently readable expose on hacking that should smooth
the way for sensible executive policies to protect corporate networks." --Cameron Sturdevant, eWeek

"Will tell you more about what hackers have done and can--and can't--do than anything else I have



seen....Chock full of tips on countermeasures and just plain usability tricks. Recommended." --Jerry
Pournelle, BYTE Magazine

"For almost any computer book, you can find a clone. But not this one.... A one-of-a-kind study of the art of
breaking in." --UNIX Review

New and Updated Material:

Each part opens with a brand new case study based on real security scenarios●

Brand new chapter covers the latest 802.11 Wireless networking security attacks and countermeasures●

New strategies for proactively defending against dial-up, PBX, voicemail, and VPN hacks●

Completely rewritten enumeration chapter including new SQL Server discovery tools, Windows XP/.NET●

Server countermeasures, Novell exploits, and network discovery using BGP
New techniques for gaining unauthorized access to Windows 9x/Me/NT/2000/XP, Novell 6, UNIX, and●

Linux
Up-to-date countermeasures for preventing the exploitation of proxy and packet filtering firewall●

vulnerabilities
Web hacking chapter completely revised and updated to cover the latest platform-specific vulnerabilities●

from Apache to IIS, current techniques including cross-site scripting, fuzzing, and SQL injection attacks,
and all of the latest tools from Achilles to Nikto

Hacking Exposed Live! video presentation on DVD

About the Author

Stuart McClure is the co-author of all four editions of Hacking Exposed as well as Hacking Exposed
Windows 2000. Stuart co-authored "Security Watch," a weekly column in InfoWorld addressing topical
security issues, exploits, and vulnerabilities. He is the President/CTO of Foundstone, Inc. Prior to co-
founding Foundstone, Stuart was a Senior Manager with Ernst & Young's Security Profiling Services Group,
responsible for project management, attack and penetration reviews, and technology evaluations. Stuart
trains Foundstone's Ultimate Hacking course, and Hacking Exposed Live for conferences such as Networld +
InterOp, Black Hat, RSA, CSI, among others.

Joel Scambray, CISSP is the co-author of all four editions of Hacking Exposed as well as Hacking Exposed
Web Applications and Hacking Exposed Windows 2000. Joel co-authored "Security Watch," a weekly
column in InfoWorld. Joel is the author of Microsoft's "Ask Us About…Security" Monthly Column. He also
taught Foundstone's Ultimate Hacking Windows course.

George Kurtz, CISSP is the co-author of all four editions of Hacking Exposed as well as Hacking Exposed
Linux. He is the CEO of Foundstone, a cutting edge security solutions provider. Mr. Kurtz has significant
experience with intrusion detection and firewall technologies, incident response procedures, and remote
access solutions. As CEO and co-founder of Foundstone, Mr. Kurtz provides a unique combination of
business acumen and technical security know-how.

Users Review

From reader reviews:



Cameron Trammell:

This Hacking Exposed: Network Security Secrets & Solutions, Fourth Edition (Hacking Exposed) are
reliable for you who want to become a successful person, why. The reason of this Hacking Exposed:
Network Security Secrets & Solutions, Fourth Edition (Hacking Exposed) can be on the list of great books
you must have will be giving you more than just simple looking at food but feed a person with information
that possibly will shock your previous knowledge. This book is handy, you can bring it everywhere you go
and whenever your conditions both in e-book and printed kinds. Beside that this Hacking Exposed: Network
Security Secrets & Solutions, Fourth Edition (Hacking Exposed) forcing you to have an enormous of
experience for example rich vocabulary, giving you trial of critical thinking that we know it useful in your
day exercise. So , let's have it and enjoy reading.

Wilma Shay:

Do you have something that you want such as book? The reserve lovers usually prefer to select book like
comic, quick story and the biggest an example may be novel. Now, why not seeking Hacking Exposed:
Network Security Secrets & Solutions, Fourth Edition (Hacking Exposed) that give your enjoyment
preference will be satisfied through reading this book. Reading habit all over the world can be said as the
method for people to know world better then how they react in the direction of the world. It can't be
mentioned constantly that reading practice only for the geeky man but for all of you who wants to possibly
be success person. So , for all of you who want to start looking at as your good habit, you may pick Hacking
Exposed: Network Security Secrets & Solutions, Fourth Edition (Hacking Exposed) become your current
starter.

Linda Manning:

In this period of time globalization it is important to someone to receive information. The information will
make professionals understand the condition of the world. The healthiness of the world makes the
information simpler to share. You can find a lot of references to get information example: internet,
newspapers, book, and soon. You will observe that now, a lot of publisher this print many kinds of book. The
particular book that recommended for your requirements is Hacking Exposed: Network Security Secrets &
Solutions, Fourth Edition (Hacking Exposed) this reserve consist a lot of the information of the condition of
this world now. This specific book was represented just how can the world has grown up. The dialect styles
that writer make usage of to explain it is easy to understand. Often the writer made some analysis when he
makes this book. That's why this book acceptable all of you.

Mary Cox:

Do you like reading a e-book? Confuse to looking for your favorite book? Or your book seemed to be rare?
Why so many concern for the book? But almost any people feel that they enjoy with regard to reading. Some
people likes examining, not only science book and also novel and Hacking Exposed: Network Security
Secrets & Solutions, Fourth Edition (Hacking Exposed) or others sources were given expertise for you. After
you know how the truly amazing a book, you feel wish to read more and more. Science guide was created for
teacher or students especially. Those textbooks are helping them to include their knowledge. In additional
case, beside science reserve, any other book likes Hacking Exposed: Network Security Secrets & Solutions,



Fourth Edition (Hacking Exposed) to make your spare time considerably more colorful. Many types of book
like this.
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